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A Review of Research on Advanced Evasion Attack Detection Techniques
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Abstract: Advanced evasion attack is a new type of attack achieved by combining multiple evasion techniques, which poses a major chal-
lenge to modern network defence system. Traditional research focuses on the detection of single evasion means, but lacks systematic research
on cross—level advanced evasion attacks. In this paper, the definition of advanced evasion attacks, attack methods, classification of attack
techniques, commonly used data sets and detection methods are systematically elaborated. It focuses on the research progress of advanced eva-
sion attack detection in the past 5 years, and through the analysis of related detection methods and datasets, it shows that the research on ad-
vanced evasion attacks has made some progress, but some detection methods are overly dependent on datasets, and have insufficient detection
ability for unknown attacks; the existing public datasets have obvious marking characteristics, which may lead to insufficient generalisation
ability of the model in real scenarios. Finally, the challenges and outlook of the research are given.
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Table 1 Correlation between attack methods and technical means
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Fig.1 Common features of network data
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Table 2 Common datasets for advanced evasion attacks

R2 BHEEWEERBIES

pCES ] w5 WS Ty vk kT A Hem e
3 3 A DL L S I 4 B85 v A T B LA W BRI A, W DoS . DDoS  Web
CIC-IDS2017 2017 K Eriscadb s A a2 ik ik Wireshark
’ e e T
Kl 22725 5 A8 Flkif 3 4B Android M AR E RS B BB
CIC-AndMal2017 2017 o TR B - = DroidBox  Android S A FFHEA T H B
kit AT H
DNS 25 i) 505 . DoH i ft $i ¥ in 4 i it
CIRA-CIC-DoHBrw—2020 2020 il tpistakife A ki #5548 DNS Fl DoH HipsL b 1) ¥k 3 g it Wireshark - or oL L
VirusShare 2011 KL SAshiki 38 o DX S UL B B R Prthon JA SETEHAF R (6 2 AT A AR Fh ot
ython
g ,
Malware BazaaR 2019 Ko 22 25 5 A Fhdk % ki FEA)
) . o TEV AR g A B AR I AT SRR AT R B (S B | R
MaleVis 2019 G 2 fr 30 3% . Cuckoo Sandbox
FEAE L82EH.)
NSL-KDD 2009 G 7 b i ik P46 i L4 AT T L4 tepdump TR AN AT b
CTU-BOTNET 2011 AG I kB AR AL, Botnet W iti ) 5t tepdump  Botnet Uil i 53
DroidBox

A SCBE4E 2024 Kl 2SR kR

S A AL HS B AR

LockBit 2.0 #£7  Conti FEAS  Hive FEARZE

tepdump

ZABHREVEATOIIE W e 18— I B SR 7
IO T L IR R PR RS PR o B R R R, AT e Rl e
BRI UL, Anxd R GE4T B AT R AR YL sh A
FEAR BEAT Al 4578 S5 (TR R O I RE A TR L 1Bk
H R BRI T ), A OB A2l

(2)B4i ZREE . 40 CIC-AndMal2017 B4 45 32 %2 3¢
1 Android 2% B HEEAR F TR A Google Play N FH
Jh TEREACER P A R E S B DoHBrw—2020 % 3
DOH Wi 1 #3635, 4 Gurierrez %[39: .Chen %[40] ORI
FIR , B S = X HTTP/2 , QUIC %5 37 24 W s i Hefih >k
Tk it A B i (NS T SR T i B k3 ) o X2 m) it , )
T A S I R WA L R, R R A L R
(High—interaction Honeypot Systems ) == &1 75 4ifi #1143 11 5¢ 87
Hifi o

(3) B R E )8, 40 CIC-AndMal2017 7 i) 3 354K
PERA Z R0 AT Rk ABAUbR T B — R 2 ), T ok X
o3 A T R B A (RS A ORISR IE ) 55 o XA
REDRE B2 1 B V- B B T 125 2% o) A [) 1k it R 1) 22 S
fiE, BERATC 1 A6 DU TR 45 34 39 A0t RDRG JB2 , 3 7T E 2 3 3 Wang
A Fu SRS A I 2 3 5 A B e AR A
T XA EAE R IR 22— B RHZ IR, AT DLANRLFE FR
TE LA D, A B AR A g B b, R 2 AR S AR
(Multi-Label Annotation) 5% %5 ¥ {1k T8 , TR0 EREAR
JIT Al T #9326 388 152 AR 288 531) (A 288 Ay 26 38— AR TR | Pp IS0
HR—DNS B I8 i Bk R — i A A5 ) DL B BB B
HAr-F 55 FEE .

IIHTIE B, B AN TF BB AF AR S 22 A8 55 IR
Olo M CIC-TDS2017 Hodfs e A7 18 K dt o A2 20dis , L2
T O A A e 2 T R B UL B
BT R T B AIPERE

3 SRR T IE

AR SNSRI 19 1> A 2k A ) e 0306 30 L i
R 7 ¥ HEAT 432 DRRAIE 248 32 AT 43 6 T A AR AiE R T
A5 AR ARSI 5 125, NS AR 2 32 R 4 Sy 6 T Bl 27 >
FE TR EE 27 ) WA 5 i
3.1 ETREFIERENTTE

FE T URAREAE (4 G 0 Ty 32 32 B R T IO 4% 3 A I o 1 48
THRRAEFO3E (5 AR TF 43 BT, 380 2o PR 51 388 15 IAL 2 %) S 8
B D2/ L T T (158 10 7 30 3 €1 ST N 5
it I P2 B RN 215 2 0 -

AW 5T DI i BORE A DL AT R Y I
Huang 45758 3 43 #7 ToT B4 h A9 L L RFAE | f 45 522
(] Lack Frids . H B IP 25, R 45 & 18 5 Bl 248 I 2% (Recurrent
Neural Network , RNN) 1 %5 FH ## 28 W 2% ( Convolutional Neu-
ral Networks , CNN ) A5 0 G 0 375 2 106 3% , v 8 1 4 ] 2k
F T 99%. Rosay % 2 K J FEAE 140 FNEFAE AL G, 08
& 3 B 25 W 2% (Graph Convolutional Networks , GCN ) £ ]
ik .

Ry YR A e ) B SGe  A i  EAR , F5E A DN
FH 2% 50008 R 2 i )2 8080 P 2 BRURRAE . Pandit %Y
HTTP POST 1 3K 4t Fl DNS JIR 55 5 22 w003 SRR AE L 455
BEALARAA I Bk 1% . Meng 25125 1 43 M TCP/UDP %t
AL, BEIBCT 13 RRAE , 245 (ACK FR Ak A AE A7 I [8] (TTL)
EE) MDA W02 24 K L6 . Udiyon %514 A
s AL Sk BRI T 29 AN JE R RRAE (RS S H2 (0 7 2 15
S 18] 0 HE 0, T I bl 28 I 26 4 DU g B2 6 3% . Van
AR BOBOIR P (0 SRS I ) B R R B
RS RE TS A 2 AT B AL R
JEE ol 225 ) 2 A ARG T 7 e B AR

SRy T H R ARG I 5 i Y B A% RN 3 T L Alauthama



. 204 - BT T

2026 4

AL TP VR 2 VR I AR R I 4 AL Bl v 2
SRR, B —4E R AU GRU R BT 25 1, B E T
A B 200 o i 25 8 ) — ol 3 7 b s A Oy 9%
G A OB 3 B R NI TR RO IL RS R 2 RE kAR
TR A, IR A A BE 4 (inSD . UNSWNB L i0TID-20) f]
FING AR . Wang 55 B H —Fl 4% 4 TLARNN () )5
B, HZE B T — Y5 AU 2 28 1D-CNN FXLE [T P76 31
LT BIGRU, M £ J2 b 3 B FR A, A6 00 37 2 b ifke
SRS SRR 2O IR A RE AN R A Sk 38 ]

SRE LR

BEAT , Rustam %54t —Fl 4 S GCN-ETA F i1 %% 3%
RO LRI 5 8 ok O 0 GON $ B 1 GE TR AE AL
0 PR 4R, 07 T e SR A 0 37 e k3 . L 55742
Whisper 5 4t , ¢ B0 0077 51) 4 % Sy 1) 12 0 E A7 2 O B
75 #e (Discrete Fourier Transform ) , #1] JH 42 B 9 B2 A =
XPRFAEFEAT SRS, TG 3 k% . R 3 Tk (BGE
BTN (15 XTI 6172 St o U AN M = RS S 775 S 3
Ty A FARRRIERFTRAE 1A
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